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‘Computers – Acceptable Use Policy’ for pupils

The school has provided computers for use by pupils, offering access to a vast amount of information for use in studies, acting like an enormous extension to the school library and offering great potential to support the curriculum.

The computers are provided and maintained for the benefit of all pupils, and you are encouraged to use and enjoy these resources, and help to ensure they remain available to all. You are responsible for good behaviour with the resources and on the Internet. Remember that access is a privilege, not a right and inappropriate use will result in that privilege being withdrawn.

Equipment

· Never install, attempt to install or store programs of any type on the computers.

· Damaging, disabling, or otherwise harming the operation of computers, or intentionally wasting resources can put your work at risk, and is not permitted.

· Only use the computers for educational purposes.  Activities such as buying or selling goods are inappropriate.  However, boarders will be allowed to use the computers for approved games after prep and at weekends.
· Please ensure that files brought in on removable media (such as CDs, flash drives) have been checked and cleaned with antivirus software.
· Always check mobile equipment (e.g. laptops, tablet PCs, etc.) with antivirus software, and ensure they have been found to be clean of viruses, before connecting them to the network.
· Do not eat or drink anything in the computer rooms.  
Security and Privacy

· Protect your work by keeping your password to yourself; never use someone else’s logon name or password.
· Do not attempt to bypass or alter security settings on the system. 

· Computer storage areas (such as work areas on the server, and removable storage devices), may be reviewed by staff to ensure that you are using the network responsibly.

Internet

· You should access the Internet only for study or for school authorised/supervised activities.
· Only access suitable material.  Using the Internet to obtain, download, send, print, display or otherwise transmit or gain access to materials which are unlawful, obscene or abusive is not permitted. 
· Respect the work and ownership rights of people outside the school, as well as other pupils or staff.  This includes abiding by copyright laws.  Failure to abide by copyright laws, which includes plagiarism, could disqualify you in your exams if used in your coursework.

· The use of chat rooms, message boards and forums is strictly prohibited. 
· Use of RM Easylink to gain access to school files from home, is only to be done provided you have up-to-date antivirus software on your home machine.
Email

· Pupils in Years 7 to 11 may not use web-based email accounts (such as Hotmail, Yahoo or Google-Mail), but may subscribe to their own RM EasyMail account through the School. The latter is specifically designed for schools and offers increased personal security.  EasyMail is managed by RM and there may be rare occasions when the server is down for maintenance and out of our control.

· Access to email accounts is only permitted out of lesson and prep times.

· Be polite when writing emails. Strong and offensive language should not be used. 

· Only open attachments to emails if they come from someone you already know and trust. Attachments can contain viruses or other programs that could destroy all the files and software on the network.  

· If you receive an email containing material of a violent, dangerous, racist, or inappropriate content, always report such messages to a member of staff.  The sending or receiving of an email containing content likely to be unsuitable for children or schools is strictly forbidden.   

Note for Parents:

Upon acceptance of this ‘Acceptable Use Policy’ pupils may have access to the Internet from our computers during lessons and in their free time.  Although not constantly supervised, our computer rooms and library are in a very public area of the school and frequently visited by staff during the day and after school. We use Research Machines as our Internet Service Provider and they provide a filtered service designed for schools, based on the principal of exclusion of unsuitable sites.  The filters block sites containing material relating to drug and substance abuse, violence, intolerance, pornography and chat rooms.  Although RM constantly updates its filters, no filtering system can be 100% effective and we are able to filter additional sites when alerted. We are also able to monitor which sites pupils visit, and make checks when necessary. Nevertheless, we still expect pupils not to try to access material which is unsuitable.
Please read this document carefully. Only once you have agreed to abide by its terms, will access to our network and the Internet be permitted. 

If you violate these provisions, access to the Internet and/or the network will be denied and you will be subject to disciplinary action. Additional action may be taken by the school in line with existing policy regarding school behaviour.  For serious violations, suspension or expulsion may be imposed. Where appropriate, police may be involved or other legal action taken.

This ‘Acceptable Use Policy’ will also include any additional rules published in the computer room.  Both will be available on the Pupils’ section of the website.
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